
Acceptable Use Policy (AUP) 
(Last Updated: 1 Dec 2023) 

This Acceptable Use Policy (“Policy”) governs your use of the HSE++ mobile application and 
the IOT PLUS PLUS SaaS platform (collectively, the “Services”) provided by ASTRO PIGGY 
LABS, doing business as IOT PLUS PLUS (“IOT PLUS PLUS,” “we,” “us,” or “our”). 

By accessing or using the Services, you agree to comply with this Policy. If you are using the 
Services on behalf of an organization, you are responsible for ensuring that all Authorized Users 
within your organization comply with this Policy. 

 

1. Prohibited Activities 
You may not use the Services to: 

1.​ Violate Laws​
 

○​ Engage in any activity that violates applicable local, state, national, or 
international laws or regulations.​
 

2.​ Infringe Intellectual Property Rights​
 

○​ Upload, distribute, or use content that infringes or misappropriates the intellectual 
property rights of others.​
 

3.​ Transmit Malicious Content​
 

○​ Upload or distribute viruses, malware, ransomware, or other harmful computer 
code.​
 

4.​ Disrupt Service Operations​
 

○​ Interfere with or disrupt the integrity, performance, or security of the Services or 
related systems.​
 

5.​ Unauthorized Access​
 



○​ Attempt to gain unauthorized access to any systems, networks, or data not 
intended for your use.​
 

6.​ Misuse of Accounts​
 

○​ Share accounts or login credentials with unauthorized individuals.​
 

○​ Impersonate another person or entity.​
 

7.​ Prohibited Content​
 

○​ Post or transmit content that is unlawful, defamatory, harassing, obscene, hateful, 
or otherwise objectionable.​
 

8.​ Circumvent Security Controls​
 

○​ Attempt to bypass, disable, or otherwise defeat security features of the Services.​
 

 

2. Customer Responsibilities 
Customers are responsible for: 

●​ Ensuring Authorized Users comply with this Policy.​
 

●​ Managing user accounts and access rights.​
 

●​ Immediately notifying IOT PLUS PLUS of any suspected unauthorized use or security 
incident.​
 

 

3. Monitoring & Enforcement 
●​ IOT PLUS PLUS reserves the right to monitor use of the Services for compliance with 

this Policy.​
 

●​ If we determine that you have violated this Policy, we may:​
 



○​ Suspend or terminate access to the Services.​
 

○​ Remove or disable offending content.​
 

○​ Report the matter to legal authorities if required.​
 

 

4. Reporting Violations 
To report a violation of this Policy, contact us at:​
 Email: support@iotplusplus.com 

 

5. Changes to This Policy 
We may update this Policy from time to time. Updates will be posted on our website, and 
material changes will be communicated directly to affected customers. 

 

6. Questions 
If you have questions about these Terms, contact us at:​
ASTRO PIGGY LABS, INC DBA IOT PLUS PLUS  
​
Email: support@iotplusplus.com 
 
Address: 2002 BROKEN BRANCH CT 
KATY, TX 77494-4608 
United States 
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