Data Processing Addendum (DPA)

(Last Updated: 1 Dec 2023)

This Data Processing Addendum (“Addendum”) forms part of the agreement (“Agreement”)
between:

ASTRO PIGGY LABS, INC , doing business as IOT PLUS PLUS (“Processor” or “IOT PLUS
PLUS”), and
[Customer Name] (“Controller” or “Customer”),

each a “Party” and collectively the “Parties.”

1. Purpose and Scope

1.1 This Addendum applies to IOT PLUS PLUS’s processing of Personal Data on behalf of
Customer in connection with providing the HSE++ mobile app and related Saa$S services.

1.2 This Addendum ensures such processing complies with Applicable Data Protection Laws,
including but not limited to:

e General Data Protection Regulation (EU) 2016/679 (“GDPR”)
e UK GDPR and Data Protection Act 2018
e California Consumer Privacy Act of 2018 (“*CCPA”) as amended by the CPRA

e Any other laws applicable to the processing of Personal Data under the Agreement.

2. Roles of the Parties

e Customer acts as the Data Controller (or “Business” under CCPA).

e |OT PLUS PLUS acts as the Data Processor (or “Service Provider” under CCPA).



3. Definitions

e “Personal Data” means any information relating to an identified or identifiable natural
person.

e “Processing” means any operation performed on Personal Data (collection, storage,
use, disclosure, etc.).

e “Subprocessor” means any third party engaged by IOT PLUS PLUS to process
Personal Data on behalf of Customer.

4. Processor Obligations

IOT PLUS PLUS shall:

a. Process Personal Data only on documented instructions from Customer, unless required by
law.

b. Ensure personnel authorized to process Personal Data are bound by confidentiality
obligations.

c. Implement appropriate technical and organizational measures to protect Personal Data
(encryption, access controls, monitoring).

d. Assist Customer in fulfilling its obligations to respond to Data Subject Requests (access,
correction, deletion, portability, restriction, objection).

e. Notify Customer without undue delay of any Personal Data Breach.

f. Maintain records of processing activities as required by law.

5. Subprocessing

5.1 Customer authorizes IOT PLUS PLUS to engage Subprocessors

5.2 10T PLUS PLUS will ensure that each Subprocessor is bound by written terms that require
them to provide at least the same level of data protection as this Addendum.

5.3 10T PLUS PLUS will provide Customer with prior notice of any new Subprocessors and give
Customer an opportunity to object.

6. International Data Transfers



6.1 If IOT PLUS PLUS transfers Personal Data outside the jurisdiction where it was originally
collected, it will ensure such transfers comply with Applicable Data Protection Laws.

6.2 For transfers from the EEA, IOT PLUS PLUS will use EU Standard Contractual Clauses
(Module 2: Controller to Processor) or other approved mechanisms.

7. Data Subject Rights

IOT PLUS PLUS will, to the extent legally permitted, promptly notify Customer if it receives a
request from a Data Subject. IOT PLUS PLUS will not respond to such requests directly without
Customer’s authorization, except as required by law.

8. Security Measures

IOT PLUS PLUS will maintain a Security Policy describing the measures it uses to protect
Personal Data, including:

e Encryption at rest and in transit.
e Role-based access control.
e Multi-factor authentication for administrative access.

e Regular vulnerability scanning and penetration testing.

9. Personal Data Breach Notification

In the event of a Personal Data Breach, |IOT PLUS PLUS will:

a. Notify Customer without undue delay after becoming aware of the breach.

b. Provide details of the nature of the breach, likely consequences, and mitigation steps.
c. Cooperate fully with Customer in any required notifications.

10. Return or Deletion of Data



Upon termination or expiration of the Agreement, IOT PLUS PLUS will, at Customer’s choice,
either return or securely delete all Personal Data, unless retention is required by law.

11. Audits

IOT PLUS PLUS will make available to Customer all information necessary to demonstrate
compliance with this Addendum and allow for audits by Customer or a third-party auditor
(subject to confidentiality and reasonable notice).

12. CCPA-Specific Provisions

Under the CCPA, 10T PLUS PLUS will:

e Act solely as a “Service Provider” to Customer.
e Not “sell” Personal Data.

e Not retain, use, or disclose Personal Data for any purpose other than providing the
Services.

13. Governing Law

This Addendum is governed by the laws of the State of Texas, except where superseded by
applicable data protection laws.
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