Security Overview

(Last Updated: 1 Dec 2023)

At ASTRO PIGGY LABS, INC DBA IOT PLUS PLUS(“IOT PLUS PLUS"), we take the
protection of customer data seriously. This Security Overview describes the technical,
organizational, and administrative controls we have in place to safeguard the HSE++
mobile application and our broader IOT PLUS PLUS SaaS platform.

1. Security Governance

e We maintain a formal Information Security Program aligned with industry standards,
including ISO 27001, NIST Cybersecurity Framework, and SOC 2 principles.

e Security responsibilities are assigned to designated security officers and embedded
within all engineering and operational teams.

e All employees and contractors undergo security awareness training at onboarding and
annually thereafter.

2. Data Protection

2.1 Encryption

¢ In Transit: All data transmitted between devices, the mobile app, and our servers is
encrypted using TLS 1.2+ with strong ciphers.

e At Rest: All stored data is encrypted using AES-256 or equivalent.

2.2 Key Management

e Encryption keys are managed using secure key management systems with strict
access controls.



Keys are rotated periodically and upon personnel changes.

3. Access Control

Role-Based Access Control (RBAC) limits system access to authorized personnel
based on job responsibilities.

Multi-Factor Authentication (MFA) is required for all administrative and engineering
accounts.

Access rights are reviewed quarterly and revoked immediately upon role change or
termination.

4. Application Security

Secure Development Lifecycle (SDLC) with security requirements integrated into
every development phase.

Code Reviews and static application security testing (SAST) for all code changes.

Dynamic application security testing (DAST) and penetration testing conducted
regularly by independent security firms.

5. Network Security

Services are hosted in ISO 27001-certified and SOC 2-compliant cloud environments.

Network segmentation and firewalls restrict internal communication to necessary
services only.

Intrusion detection and prevention systems (IDPS) monitor network traffic for malicious
activity.



6. Monitoring & Logging

e Centralized logging for all system activity with retention policies aligned to compliance
requirements.

e Security Information and Event Management (SIEM) tools are used to monitor for
suspicious activity.

e Alerts are escalated to a 24/7 security operations team.

7. Vulnerability Management
e Regular vulnerability scans of infrastructure and applications.

e Patch management program with defined timelines: critical vulnerabilities addressed
within 24—-72 hours.

e Bug bounty / responsible disclosure program encourages external security research.

8. Incident Response

e Documented Incident Response Plan that defines escalation procedures, roles, and
communication channels.

e Immediate triage, containment, and eradication steps upon detecting a security event.

e Post-incident reviews conducted to prevent recurrence.

9. Business Continuity & Disaster Recovery



e Data backups performed daily and stored securely in geographically redundant
locations.

e Disaster recovery testing conducted at least annually.

e Recovery Time Objective (RTO) and Recovery Point Objective (RPO) meet enterprise
SLA requirements.

10. Compliance & Privacy
e Compliant with GDPR, CCPA, and other applicable privacy laws.
e Data Processing Addendum (DPA) available for enterprise customers.

e Privacy by Design principles embedded into all product development.

11. Customer Responsibilities

While IOT PLUS PLUS maintains robust security controls, customers also play a role in data
protection, including:

e Ensuring devices accessing the Services are secure and up-to-date.
e Managing user accounts and permissions within their organization.

e Promptly notifying IOT PLUS PLUS of any suspected account compromise.

12. Contact Information

For security-related inquiries or to report a potential vulnerability:
Email: support@iotplusplus.com
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